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Questions and Answers 

The FAQ collects questions addressed to securPharm e.V. by pharmaceutical companies or their 
service providers. The answers are not legally binding but represent the opinions and the state of 
knowledge of securPharm e.V. at the time they were generated. 

For questions regarding the implementation of the Falsified Medicines Directive and connection to 
the securPharm system, marketing authorisation holders may contact ACS PharmaProtect GmbH 
(ACS), the operator of the database system of the pharmaceutical industry, at 
info@pharmaprotect.de.  

 

Organisation 

Question 1: Who is securPharm e.V.? 

Answer: securPharm e.V. is the German organisation for the authentication of pharmaceuticals. 
The non-profit organisation was established for the implementation of the Falsified Medicines 
Directive 2011/62/EU and the Delegated Regulation (EU) 2016/161 by the ABDA, BAH, BPI, PHAGRO 
and the vfa. The objective of securPharm e.V. is to provide market participants with a functioning 
system for the authentication of pharmaceuticals from 9 February 2019 onward. securPharm e.V. 
sees itself as the German component in an EU-wide network working against falsified medicines. 

 

Question 2: How can pharmaceutical companies with medicines in their portfolio that are subject 
to mandatory verification connect to the securPharm system? 

Answer: The securPharm system works with separate database systems for entities dispensing 
pharmaceuticals (wholesalers, pharmacies, hospitals) and pharmaceutical companies. The database 
of the pharmaceutical industry is operated by ACS PharmaProtect GmbH (ACS). The managing 
partners are BAH, BPI, vfa and Pro Generika. Pharmaceutical companies that are listed as suppliers 
with Informationsstelle für Arzneispezialitäten – IFA GmbH connect to securPharm via ACS. If you 
are interested in participating, please contact the company directly at info@pharmaprotect.de. 

 

Question 3: Who is ACS PharmaProtect GmbH (ACS)? 

Answer: ACS is the operating company for the database system of the pharmaceutical industry 
(ACS MAH system) and therefore part of the data repository and access system in securPharm’s 
responsibility, which is required by the Delegated Regulation (EU) 2016/161 for implementation of 
the Falsified Medicines Directive. The managing partners of ACS are the pharmaceutical 
associations BAH, BPI, Pro Generika and vfa.  
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Contracts 

Question 4: Why do I need a contract with ACS PharmaProtect GmbH (ACS)? 

Answer: The complete pack data, which remain in the possession of the marketing authorisation 
holders, are stored in the database system of ACS (ACS-MAH-system) for the German market and 
are retained for the verification at the pharmacy. Each marketing authorisation holder who 
launches pharmaceuticals subject to mandatory verification in the German market must upload his 
pack-related data either via the EU hub or directly into the ACS-MAH-system. A contract with ACS is 
required to do so. 

 

Question 5: Who is the contractual partner of ACS PharmaProtect GmbH (ACS)? 

Answer: All pharmaceutical companies which have a drug in their portfolio that is to bear the new 
safety features in accordance with Delegated Regulation (EU) 2016/161 must join the database 
system of the pharmaceutical industry (ACS-MAH-system). Membership in an association is not a 
prerequisite. The contractual partner of ACS needs the five-digit IFA supplier number (address 
number) he has received as part of the initial PZN assignment by Informationsstelle für 
Arzneispezialitäten – IFA GmbH. Please contact ACS directly to connect.  

 

Question 6: Can I conclude a contract with ACS PharmaProtect GmbH (ACS) jointly with my 
subsidiary? 

Answer: No, this is not possible if the subsidiary releases pharmaceuticals in Germany on its own 
responsibility. ACS individually concludes a separate agreement with each marketing authorisation 
holder who has reported a PZN for his products to Informationsstelle für Arzneispezialitäten – IFA 
GmbH.  

 

Question 7: Can I, as a contract manufacturing organisation (CMO), conclude a contract with ACS 
PharmaProtect GmbH (ACS)? 

Answer: ACS only concludes an agreement with pharmaceutical companies that market their 
medicinal products in Germany. Companies that only act as contract manufacturing organisations 
will therefore be unable to conclude a contract with ACS. However, the CMOs can and must be 
included in the serialisation process by their clients. If you are a CMO, please talk to your client 
about this. 

 

Question 8: Who is responsible for connecting to the database system in a timely manner by 9 
February 2019?  

Answer: The marketing authorisation holder is responsible for connecting to the database system 
for the authentication of pharmaceuticals in a timely manner. Via ACS PharmaProtect GmbH, 
securPharm e.V. provides the necessary interfaces for uploading pack data as a prerequisite for the 
authentication. Please observe the connection deadlines of ACS.  
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Question 9: What is the cost of participation in securPharm e.V. and what is the composition of 
these costs? 

Answer: ACS PharmaProtect GmbH (ACS) has developed a fee model that also takes into account 
the concerns of small and medium-sized companies. The fee model is based on the three 
components of initial set-up fee, operating fee and a fee per dataset (package volume). Additional 
information can be obtained from ACS PharmaProtect GmbH 
(http://www.pharmaprotect.de/de/kontakt.html).  

 

Question 10: What does “connection” to the database system of the pharmaceutical industry 
mean? 

Answer: Connection or onboarding means conclusion of a contract with ACS PharmaProtect GmbH 
and allows pharmaceutical companies the comprehensive use of the database system of the 
pharmaceutical industry. The onboarding is the prerequisite for uploading the serial numbers in 
order to be able to conduct the authentication of pharmaceuticals required by the Falsified 
Medicines Directive and the Delegated Regulation (EU) 2016/161. It is the responsibility of the 
marketing authorisation holder to provide the data of the pharmaceutical in question. 

 

Question 11: What must pharmaceutical companies do before being able to connect to ACS 
PharmaProtect GmbH (ACS)? 

The Delegated Regulation (EU) 2016/161 requires a legitimacy check for pharmaceutical companies 
before they can connect to the national database. As a result, ACS is obligated to check the identity, 
role and legitimacy of each user. To do so, ACS requires a current trade register excerpt from the 
contractual partner, the five-digit IFA supplier number (address number) and, if necessary, 
additional information from the pharmaceutical company for the legitimacy check. The contractual 
partner of ACS is the company which reported the pharmaceuticals to Informationsstelle für 
Arzneispezialitäten – IFA GmbH as the supplier.  

 

Question 12: Are there any additional contracts the marketing authorisation holders must 
conclude? 

To use the entire European verification system, marketing authorisation holders must conclude a 
contract with the operator of the EU hub. This is independent of whether they market their 
pharmaceuticals in just one or several EU member states. The EU hub is operated by the European 
Medicines Verification Organisation (EMVO). Additional information is available at www.emvo-
medicines.eu. 

If you market affected pharmaceuticals in additional EU member states, you will need a contract 
with the respective national organisation for the data repository and access system. 
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Question 13: Do I need a contract with ACS PharmaProtect GmbH (ACS) if I have concluded a 
contract with the EMVO? 

Answer: A contract with ACS is nonetheless necessary, because the ACS-MAH-system stores the 
serial numbers that are uploaded by the marketing authorisation holder via the EU hub. 
Furthermore, usage of the EU hub and the ACS MAH system is billed by ACS. 

 

Deadlines 

Question 14: What does the effective date of 9 February 2019 mean? 

Answer: The three-year implementation period began with the publication of the Delegated 
Regulation (EU) 2016/161 in the Official Journal of the European Union on 9 February 2016. All 
pharmaceuticals that are subject to mandatory verification and are approved for sale from 9 
February 2019 onward must bear the safety features. Without these safety features, these packs 
are no longer dispensable. Packages that do not bear the safety features and were released for 
commerce prior to this effective date are not restricted in their eligibility for marketing until their 
expiry date.  

 

Question 15: Will there be a transitional phase until the safety features are legally obligatory? 

Answer: No, delegated regulations are immediately effective in each EU member state. At the 
national level, the existing legislation is merely adjusted or redundancies are eliminated. 
Pharmaceuticals manufactured and circulated after 9 February 2019 can only be marketed if they 
bear the safety features. When Directive 2011/62/EU of the European Parliament and of the 
Council became effective, Belgium, Greece and Italy already had systems for the authentication of 
pharmaceuticals and for the identification of individual packs. Directive 2011/62/EU grants these 
member states an additional transitional phase for a total of six years. Belgium will not use this 
extension of the transitional phase. 

 

Question 16: Which deadlines must be observed in terms of connecting to the securPharm 
system and the EMVO? 

Answer: For contracts concluded by 30 September 2018, securPharm e.V. guarantees via ACS 
PharmaProtect GmbH that system access can be made on time as of 9 February 2019, provided that 
all contractual and technical prerequisites are met. 

The EMVO communicated in January 2018 that marketing authorisation holders must have started 
their contractual and technical onboarding no later than the end of June 2018 to be able to ensure 
timely system access.  

 

Question 17: What data do marketing authorisation holders have to report to Informationsstelle 
für Arzneispezialitäten – IFA GmbH? 

Answer: For a successful verification, it is meaningful and necessary that the marketing 
authorisation holder/supplier report to Informationsstelle für Arzneispezialitäten – IFA GmbH the 
two so-called verification marks: Verification during Mandatory Operation from Date of Upload and 
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Verification during Mandatory Operation from Date of Expiry (see also www.ifaffm.de). The IFA 
reporting deadlines must be observed. With a correct and complete notification, the marketing 
authorisation holder/supplier creates a(nother) necessary prerequisite for merchandise subject to 
mandatory verification to be recognized as such, for the verification to be conducted successfully 
and for existing merchandise to be dispensed without obstruction.  

 

Area of Applicability 

Question 18: Which pharmaceuticals are affected by the Falsified Medicines Directive? 

Answer: The Falsified Medicines Directive applies to pharmaceuticals that are prescription-only and 
are not subject to the exceptions pursuant to Annex I of the Delegated Regulation (EU) 2016/161 as 
well as OTC drugs that are listed in Annex II of the Delegated Regulation. It must be noted that what 
is considered an OTC drug in Germany may be a prescription drug in other EU countries. Pursuant 
to Article 43 of the Delegated Regulation, the higher federal authorities must provide information 
as to what pharmaceuticals must bear the safety features according to Article 54 lit. o of Directive 
2001/83/EC and the Delegated Regulation (EU) 2016/161. The classifications have now been made 
and can be viewed via the public part of the AMIS database. Furthermore, the prescription drugs 
that were exempt from the obligation were also classified in the AMIS database. Pharmaceutical 
companies can check the classification and contact Department 1 at the German Federal Institute 
for Drugs and Medical Devices (BfArM) via email if there are discrepancies. The contact is Dr. 
Michael Horn (1@bfarm.de). 

 

Question 19: Can pharmaceuticals that are neither prescription drugs nor included in the Black 
List bear the unique identifier? 

Answer: No. Affixing a Data Matrix Code to the package of pharmaceuticals that do not bear the 
safety features is only allowed if the Data Matrix Code neither contains the unique identifier nor 
serves the purpose of identification of the pharmaceuticals and as long as the requirements of EU 
Directive 2001/83/EC Title V are met. Based on the information currently available, this 
requirement is met if the Data Matrix Code does not include a serial number. 

 

Question 20: Can pharmaceuticals that are neither prescription drugs nor included in the Black 
List voluntarily bear the anti-tampering device? 

Answer: Yes. This was jointly announced by the German Federal Institute for Drugs and Medical 
Devices (BfArM) and the Paul Ehrlich Institute (PEI) on 11 April 2017. 
https://www.pei.de/SharedDocs/bekanntmachungen/2017/banz-vorabveroeffentlichung-
bekanntmachung-pei-bfarm-anti-tampering-device.html. The German Institute for Standardisation 
has passed the DIN EN 16679:2015-03 standard for the anti-tampering device.  

 

Question 21: Do the safety features also apply to pharmaceuticals that are manufactured for 
research and development purposes? 

Answer: No, they do not apply to pharmaceuticals that are manufactured for research and 
development purposes and do not yet have a marketing authorisation.  

http://www.ifaffm.de/
https://www.pei.de/SharedDocs/bekanntmachungen/2017/banz-vorabveroeffentlichung-bekanntmachung-pei-bfarm-anti-tampering-device.html
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Question 22: What is the procedure for physicians’ samples? 

Answer: Physicians’ samples pursuant to Article 96 of Directive 2001/83/EG must also bear the 
safety features according to the Delegated Regulation (EU) 2016/161 (Articles 2 and 41). The 
pharmaceutical entrepreneur generates the serial number during the packaging process and 
uploads it to ACS’ database system of the pharmaceutical industry. Before the pack is dispensed to 
the physician, the pharmaceutical entrepreneur deactivates the serial number with the status 
“physicians’ sample”. This way, he ensures that this pack cannot be dispensed somewhere else. In 
turn, he can continue to use the existing PZN of the product in question for packs from the 
production that are converted to physicians’ samples. For packages that are exclusively 
manufactured as physicians’ samples, pharmaceutical companies will have to continue to apply for 
a PZN and affix it to the pack in the future. Starting immediately, companies can apply for a PZN for 
the separate article type “physicians’ sample” with IFA GmbH (Informationsstelle für 
Arzneispezialitäten). 

 

Question 23: Do these provisions also apply to veterinary pharmaceuticals? 

Answer: No, the provisions only apply to medicinal products for human use. For questions about 
veterinary pharmaceuticals or for suspected falsifications of veterinary drugs, please contact 
Bundesamt für Verbraucherschutz und Lebensmittelsicherheit – BVL (Federal Office for Consumer 
Protection and Food Safety) or the source from which the drug was obtained, i.e. the veterinarian 
or the pharmacy. 

 

Coding 

Question 24: How are serial numbers (SNs) generated? By whom? And how are they processed 
within the company after being generated? 

Answer: The generation of a serial number is the responsibility of each individual marketing 
authorisation holder. However, certain requirements must be met that are laid out in the 
securPharm Coding Rules entitled “Coding Rules for Medicines requiring Verification for the 
German Market”. The document can be viewed or downloaded from the securPharm website at 
http://www.securpharm.de/pharma/codierungsregeln.html. 

 

Question 25: How do the software systems of wholesalers, pharmacies and hospitals know that a 
pharmaceutical is subject to mandatory verification? 

Answer: The marketing authorisation holder must report the fact that a product is subject to 
mandatory verification to Informationsstelle für Arzneispezialitäten – IFA GmbH. To do so, the 
regulations and editorial deadlines of IFA GmbH must be observed, so that the label will be 
available on time for transmission to the software information systems. (See also Question 17.)  

Question 26: Is the information sequence in the Data Matrix Code (DMC) mandatory and how can 
we save space based on a certain arrangement? 

Answer: The sequence of the data elements is discretionary. Based on the data designators, the 
interpretation of the data string is unambiguous. 

http://www.securpharm.de/pharma/codierungsregeln.html
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If a data element with variable length is placed last in the data string, no separator is needed (based 
on the GS1 specifications, the separator can be omitted anyway after fixed-length data elements). 

 

Question 27: What is the difference between the various product number versions? 

Answer: The PZN, which is required for pharmaceutical packs in Germany, can be enveloped by the 
NTIN as well as the PPN. Both product number versions can be used without obstruction. What 
should be noted are the different data designators and differences in syntax (headers, separators). 
Use of the PPN (IFA GmbH) is generally free of charge. As far as the use of an NTIN is concerned, 
GS1 Germany should be contacted. (From a technical point of view, an NTIN corresponds to the 
GTIN.) 

 

Question 28: During the technical testing phase, can you start with the GS1 data designator and 
later switch to the PPN code? 

Answer: The competitive model developed by securPharm e.V. for coding expressly provides the 
possibility to switch between the available coding options. It is possible for the marketing 
authorisation holder to use the PPN for certain products and the NTIN for others. Both coding 
version have proven themselves during the pilot phase. Each company can choose in consideration 
of the applicable licenses. Thanks to the efforts of securPharm e.V., the European Hub employs 
both coding versions. 

 

Question 29: How long will the PZN barcode (“Code 39”) and the Data Matrix Code co-exist? 

Answer: Pursuant to SGB V (German Social Code Book V), billing for a prescription with statutory 
health insurance will for the time being continue with the PZN of Code 39. From the effective date 
of 9 February 2019 onward, printing of the PZN barcode (Code 39) on the pack will be optional. This 
new regulation is stipulated in the updated master agreement pursuant to Section 131 of Social 
Code Book V about the uniform national identifier (PZN) as well as pricing and product information. 
The necessary adjustments of the master agreement were made in light of the EU Falsified 
Medicines Directive and became effective on 30 April 2018. 

 

Question 30: Is it possible to have multiple codes on a single package?  

Answer: The Delegated Regulation allows affixing additional one- or two-dimensional codes to the 
package, as long as they are not used for verification of the pharmaceutical pack. If multiple codes 
are affixed to a pack, it is required pursuant to the securPharm Coding Rules Version 2.03 that the 
PPN emblem be affixed directly next to the Data Matrix Code to be verified.  


